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ABSTRACT

Information technology has become an integral part of all business activities. Managing
information security has been a key aspect in ensuring that increased information security
risks (due to reliance on IT) are managed effectively. The reliance on digital and technology
platforms has increased even further due to pandemic driven changes. This has led to higher
information security risk exposure of organizations and their employees and their customers.
Organizations use various frameworks to design and implement information security
management systems, with ISO 27001 standard being the leading framework. Past researches
in ISMS and leveraging I1SO 27001 have had limitation of single country focus, Further there
is limited research on relevance of I1SO 27001 in evolving paradigm of computing shift. This
global research presents an empirical study, based on inputs from industry practitioners,
reflecting the key drivers for I1ISO 27001 implementation and certification, investigates
pattern in those drivers based on size of the organization and examines the relevance of ISO
27001 both as framework and / or certification in the evolving scenario of cloud. Findings
of the research indicate that the top reason for ISO 27001 implementation and certification
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is “compliance”, followed by “business value”, “competitive edge”, and “breach reduction
in that order. Findings also indicate that focus on information security is increasing and
ISO 27001 implementation provides an effective ISMS and ISO 27001 certification helps
organizations in improving their trustworthiness in keeping information secure.

Keywords: Information system, security, management system, information technology

INTRODUCTION

Technology has helped businesses improve their
operational efficiencies and effectiveness and it has
also created global business opportunities for them.
Businesses are operating across the globe in a hyper-
connected world, thanks to technological advances.
Information is thus crossing boundaries across the
systems, organizations, and geographies. The focus
on keeping information secure has also increased.
Part of this increased focus can be attributed to
increased awareness and a significant part is due
to increases in fraud and damages that happen as a
result of information security breaches. Focus of
industry has been to create frameworks that will
help  keeping information secure, implementing
them, and getting an independent validation of their
information security practices through a certification,
such as ISO 27001. Reliance on technology has
increased in pandemic times and there have
been increase in instances of information security
breaches. Corporate managers are therefore focused
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on providing assurances to their customers that in this
time of increased information security threat, they
do have effective mechanisms to keep information
safe and secure. This research investigates the
relevance and effectiveness of ISO 27001, both as
a framework as well as certification, in the context
of increased digital reliance and shift to cloud, as
perceived by practitioners, clients of information
technology service providers, and information
security auditors. Practitioners, clients of information
technology service providers, and information
security auditors were interviewed through a survey
guestionnaire. They were interviewed about main
drivers for implementing I1SO 27001 and ISO 27001
certification, shift in focus on information security,
and effectiveness of ISO 27001 as a framework and
as a certification. Rest of this document provides
background on shifting focus in information security
domain, evolution of ISO 27001, research on ISO
27001 and its limitations leading to formulation

of research objective, followed by research
methodology, analysis and conclusion including
recommendation to ISO body.
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LITERATURE REVIEW

Increased reliance on technology and cloud shift

Information Technology revolution has accelerated
in recent times, due to rapid technological
advances. It has created a society in which most of
the organizations, are digital and connected over
the internet. Technology pervasiveness has led to
creation of new business models and is leading to
their ongoing refinements. Technology has also
helped increase efficiency of operations, reduce the
cost of operations, and helped increase the levels of
customer engagement (Sahin & Topal, 2018).

Rapid advances in processing technologies and
storage technologies have made computing resources
cheaper and more powerful. This development has
further enabled a new paradigm known as cloud
computing. Cloud computing has lowered the digital
entry barrier even for the smaller organizations, due
to pay-as-you-go model, resulting in more widespread
adoption of technologies and making technology an
integral part of every business (Avram, 2014).

Cloud computing has many advantages but it does
create some additional security challenges. Cloud
computing requires data to be stored outside the
enterprise, and hence creates need for additional
information security measures in addition to the
traditional measures to minimize data breaches that
can happen due to security vulnerabilities (Kumar et
al., 2018).

Information security risks & ISMS

These technological advances have also made
organizations more vulnerable to various types of
information security threats. Threats emanate from
both internal sources as well as external sources, and
the resulting security breaches cause both financial
and reputation damages. Many a times, these
breaches also reduce the revenue growth rate of
the organizations. The need to focus on information
security is higher than ever before. Even novice
attacker with lesser technical ability are in a position
to launch attacks easily (Freeman, 2007; Jouini et al.,
2014).

Initial approaches to information security issues
were to deal with them in purely technical context.
However, the information security threats are
now emanating from multiple channels. This new
landscape of threats creates a need to address
information security issues more in the context of an
overall management system and not just technical
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context (Soomro et al., 2016).

Information assets of organizations need to be
protected by using a systemicapproach. It shallinvolve
a set of policies, processes, people and associated
controls to manage and protect organization’s
information and its customer’s information. Such
management systems are called Information Security
Management System. Such information security
management systems or ISMS help organizations
protect their information assets in holistic manner.
If designed and implemented properly, such systems
enable managing information security risks at
enterprise level.

Information Security Management System shall be
based on core principles of CIA or Confidentiality,
Integrity and Availability. Confidentiality implies that
the information is not disclosed or made available
to individuals, entities or processes unless they are
authorized to receive it. Integrity implies information
assets are protected from unauthorized changes
so that they are reliable and correct and complete.
Availability implies that authorized users have
access to the information assets when they need.
Information security requirements, around CIA,
are input to an information security management
system (ISMS). ISMS produces a set of information
security outcomes that meet the requirements and
expectations that are taken by it as inputs. These
outputs are accomplished through a set of actions
and procedures, which are governed by policies,
processes and controls. (Asosheh et al., 2013).

Information Security Management Systems (ISMS)
need to take a holistic approach towards managing
information security. Model of information security
needs to be more of value-based compliance model
and not just control-based compliance model. Users’
involvement and participation in the design and
implementation of information security controls,
combined with incorporation of user’s feedback in
improving ISMS are key foundations of a value-based
compliance approach (Hedstrom et al., 2011).

Managing information security requires due diligence
to know the risks and manage them to protect
company’s information assets. Thorough due
diligence is an important first step in identifying
the information security risks. An effective system of
information security controls shall be implemented
to manage the information security risks identified
through due diligence. Organizations need to ensure
that both the design and the implementation of
information security controls is effective. Regular
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monitoring and reviews help assess the controls
design and controls implementation (operating)
effectiveness. Information security controls shall be
improved, both from the design perspective and
from the implementation approach perspective, in
alignment with continuous improvement philosophy.
Information security is everyone’s responsibility
within an organization. Overall company policy
and direction for information security shall be set
by Board of Directors. They should also ensure
that adequate resources are provided for and are
available for implementation of information security
practices. Board’s direction on information security
shall be enforced by senior management and they
shall provide additional support as necessary. All
units and functions within the organization shall
make information security practices as part of
their day-to-day work. Effective implementation of
information security practices requires involvement
of all levels of the organization. This approach creates
a comprehensive framework for an information
security management system (ISMS) (Humphreys,
2008).

There is no denying to the fact that lack of an effective
information security management system increases
probability of security breach. Security breaches affect
both bottom line of businesses and also may lead to
brand switching. There is direct financial implication
as well of information security breaches. The 2013
information security breach at Target, which involved
release of millions of customers credit card and debit
card information, eventually required Target to pay
$10 million to settle the resulting class-action lawsuit.
In addition to this S 10 million, target revamped its
information security practices that costed Target S
162 million. Target saw a drop of 5.3% in sales and
a drop of 46% in profit in Q4 of 2013, following the
information security breach. Such security breaches
create perception issues not just about the company
that experiences the breach but about the industry in
general (Jeong et al., 2018).

Evolution of ISO 27001

Over the last 30 years, many industry standards have
been rolled out to help IT Governance. Most of them
contain elements to help organizations address IT
security and Information Security. The most popular
ones related to information security are ISO 27001,
BS7799, PCI-DSS, ITIL and COBIT (Susanto et al.,,
2012).

In early 1990s, UK government launched an initiative

to document the information security best practices
and make them available to industry. This led to
creation of BS 7799-1in 1995 and release of BS 7799-
2 (titled ISMS Specifications) in 1997. A certification
scheme was also developed to be used along with
BS 7799-2. In year 2000, BS 7799-1 (Code of practice
for information security management) was approved
for publication as ISO/IEC 17799. BS 7799-2 was
published as ISO/IEC 27001, the flagship of ISO/IEC
2700x family. ISO/IEC 17799 was later renumbered as
ISO/IEC 27002 in 2006. Further, all other standard in
ISO/IEC 2700x family provide support and guidance
for implementation of ISO/IEC 27001. ISO/IEC 27001
processes are based on the Plan-Do-Check-Act
(PDCA) model (Humphreys, 2011).

ISO 27001 is one of the key standards in the domain
of information security. ISO 27001 standard was
first published in 2005. This standard describes the
requirements that must be fulfilled by an ISMS.
ISO 27002 standard provides the implementation
guidelines for implementing the practices detailed
in ISO 27001. ISO 27001 standard details out the
requirements for planning, implementing, operating,
continuously monitoring and improving the ISMS, in
alignment with the PDCA approach (Figure 1)

Improve the Establish the
ISMS ISMS

Monitor and
review the
Implementation
of ISMS

Implement &
Operate the
ISMS

Figure 1

The various steps involved in this approach of I1SO
27001 driven ISMS can be detailed out as following:

e Establish the ISMS

¢ Identify the information assets

¢ Identify the security requirements of all the
information assets

0 Assess the information security risks

¢ Identify and design the relevant controls
needed to manage the information security
risks
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¢ |Implement and Operate the ISMS
¢ Implement the designed controls
¢ Manage the operations

e Monitor and Review the implementation of
ISMS
¢ Monitorthe implementation of ISMS controls
¢ Review and assess the performance of ISMS,
covering both the design of controls and the
implementation of the controls

e Improve the ISMS

O Initiate  correction, corrective action
and preventive action in case of non-
compliance

¢ Re-design the controls as necessary

Implementing an ISMS in alignment with I1SO 27001
standard requires defining the coverage and scope
of ISMS. The next step involves identification and
assessment of risks, followed by defining necessary
information security control objectives and control
activities/measures. The annexure A of the ISO 27001
standard lists total of 39 control objectives and 134
control measures necessary for implementation of
ISO 27001. ISO 27001 standard also highlights the
need of adequate training in order to implement
the information security controls. The standard also
highlights that creating awareness about the need
of those information security controls is also an
important component of overallimplementation plan.
ISO 27001 Standard requires continuous monitoring
with the defined procedures to measure compliance
and improve the efficiency and effectiveness of the
ISMS continuously. The standard also details out ISMS
documentation requirements, the responsibilities
of the top management, and the need of internal
auditing as part of effective implementation. Few
researchers have also suggested that implementing
ISO 27001 in an integrated approach along with
ISO 9001 would lead to efficient implementation
(Disterer, 2013; Wang & Tsai, 2009).

ISO 27001 Drivers, Benefits, and Challenges

According to an analysis of ISO 27001 Global Report
(Woollven, 2018), which was based on interviews of
128 ISMS implementation professionals around the
world,

Top five drivers for ISO 27001 implementation:

e Improving information security posture
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e Gain in competitive advantage

e |egal and regulatory compliance

e Alignment with information
practices

e GDPR compliance

security best

Top five benefits of ISO 27001 implementation:

e Improved information security

e Improvement in internal processes

e Higher levels of information security awareness
e Better company image

e New business opportunities.

Main challenges in ISO 27001 implementation:

e |ower staff awareness

¢ Lack of competence and expertise

e Lack of understanding about the requirements
of the standard

e Budgetary constraints

e Not conducting information
assessment

security risk

ISO 27001 implementation landscape status summary
as per the respondents is as follows:

e More than 72% of the respondents
acknowledged that their customers have
enquired about ISO 27001 status in last 12
months, with 40% mentioning that it was a
regular contracting and tendering requirement.

e Majority of the respondents (61%) put the
duration of ISO 27001 implementation project
in 6 to 12 months range.

e Approximately 52% of the respondents
pegged Implementation cost (excluding
certification fee) in $ 6,600 to S 26,500 range.

e Approximately 50% of overall respondents
mentioned that ISO 27001 certification journey
is an investment that is fully justified by its
benefits.

e Majority of respondents (83%) mentioned that
they have implemented incident response and
business continuity management programs to
respond to and recover from cyber- attacks.

Research on ISO 27001 and their limitations

A research, based on empirical study of 111
organizations, listed on NYSE and NASDAQ, over a
period of 10 years, indicates that there was positive
stock market reaction to the announcement of an



Anil K.Makhija

organization achieving ISO 27001 certification. It
reflects that market places significant value upon
the organizational commitment to information
security. Further, there have been researches that
indicate that smaller organizations, categorized as
smaller based on market capitalization, experience
greater positive abnormal returns than larger firms,
in response to their ISO 27001 announcements.
Hence the overall benefit of ISO 27001 is higher for
the smaller organizations, compared to the larger
organizations. This empirical study also indicates
that quantum of positive return is higher for the I1SO
27001 announcements made after 2013, reflecting
increased focus on information security. This research
identifies the limitation that the empirical study was
conducted with single country focus (Deane et al.,
2019).

Cost of information security and investment in
information security practices has been under a
significant scrutiny. Combinatorial optimization of
KPIs of efficiency and effectiveness were proposed
as an approach towards evaluating investment in
information security programs (Boehmer, 2009).
Studies have also indicated that the time it takes
to implement information security practices, such
as those related to ISO 27001 framework, takes
time. This cycle time from starting the journey of
implementing information security management
system (ISMS) to becoming certification ready makes
it challenging to get this agenda as a top priority
item on senior management table (Everett, 2011).
Research on barriers to implementing ISO 27001
identified that adoption of ISO 27001 has been slow.
This slow adoption has been attributed to approach
being complex and costly to many organizations,
especially small organizations (Gillies, 2011). Another
research, though with a limited geographic scope
identified the lack of availability of skilled resources
and high market demand of such resources as reason
for lower adoption of ISO 27001,

suggesting that barriers are more due to capability
constraints and not due to limited business value
perspective (Alshitri & Abanumy, 2014). Researchers
have also indicated that implementing information
security management system is difficult due to lack
of documentation and recommended leveraging
security requirements engineering to support 1SO
27001 (Beckers et al.,2012).

A study on benefits of ISO 27001 in American and
European companies did not find any evidence
on benefit of ISO 27001 on the financial and

stock performance of the organizations. This
study concluded that ISO 27001 is seen more as
a compliance requirement / obligation instead of
competitive advantage (Hsu et al., 2016). However,
in recent times, with the shift towards cloud
computing and improvements done in I1ISO 27001
implementation practices, it is something that shall
be evaluated again in the current context.

A study on effect of data breach announcements
on customer behavior indicated 32.45% decrease in
customer spending over a period of 7 months and
customer migrated to non-breached channel post the
data breach announcement. The study identifies the
need to address the customers/perception of data
vulnerability. The study identifies the importance of
trust building initiatives post any information security
breach (Janakiraman et al., 2018).

A recent study identifies that there is lack of specific
guidelines for required security behavior in widely
adopted standards, including ISO 27001, and that
causes difficulties in effective implementation of ISO
27001 and realization of full business benefits that
ISO 27001 can provide (Topa & Karyda, 2019).

RESEARCH OBJECTIVES

Covid-19 pandemic has created a need for
organizations to digitalize their service delivery and
stakeholder relationship management models. This
has led to further increase in the technology risks
faced by organizations. Organizations, especially
SMEs, need to increase their focus on managing
technology risks. Organizations shall utilize publicly
available frameworks to understand information risks
and associated mitigation controls (Lanz & Sussman,
2020).

Information security risks have increased in general
with time, and even further due to increased
technology reliance due to digital shift in pandemic
times. This research aims to correlate the emerging
need to address the information security risks with
the industry leading information security certification
of ISO 27001. This research aims to focus on gathering
sample data from multiple countries across the globe,
to address the limitations of single country focus
highlighted in the previous researches. Data has been
gathered from Information Technology, Information
Security Professionals and from Consumers of
Information Services (client organizations) and
analyzes and evaluates following aspects:

CamEd
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(1) What are the top drivers for the organizations
across the globe to implement Information
Security Management Systems?

(2) Is there any shift/pattern in the drivers (for
implementing ISMS) depending on the size
(measured in terms of headcount or role or both)
of the organization?

(3)Is ISO 27001 Certification perceived as an
effective framework and/or certification to
manage information security risks, especially in
the context of shift towards cloud computing?

METHODOLOGY

This research aims to get an industry perceptive
(from the practitioners and the auditors) about the
top business reasons or drivers which are causing
organizations to implement information security
management systems, especially in alignment with
ISO 27001 practices and guidelines. This research
will also establish if there is a pattern or trend in the
drivers based on the role of respondents (role group)
in the organization. The research will also find out
how relevant ISO 27001 certification is perceived in
the context of computing now-a-days predominantly
shifting to cloud.

A survey questionnaire was designed to understand
the following dimensions:

e Number of security incidents/breaches -
whether they are increasing or decreasing or
no change

e Demand/Requirements for I1SO 27001 from
clients- whether they are asking for it or now

e Does ISO 27001 certification help in creating a
positive image for the organization in its ability
to manage information security risks

e Does ISO 27001 certification journey help in
establishing an effective Information Security
Management System

e Top business drivers / reasons for organizations
to pursue ISO 27001 implementation and
certification journey

Information Technology and Services companies and
outsourcing services providers, client organizations
outsourcing their development and maintenance
activities, auditing companies that are involved ISO
27001 gap assessment and certification (Certifying
Bodies — CBs) are in the scope of the survey. In
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service provider organizations, professionals working
in delivery and operations function, sales and
business development functions, and information
security implementation team were reached out. In
client organizations, persons primarily involved with
vendor management function and delivery recipient
teams were reached out. In certifying bodies, lead
auditors involved in gap assessment and ISO 27001
certification were reached out. Survey responses
were captured during on-call interview for around
88% of the respondents. Remaining provided their
responses offline at a later date after getting an
overview of the questionnaire and context.

Fromatotal of 120 personsthat were reached out, 102
provided their responses to the survey questionnaire.
Remaining did not respond to the survey, citing a
diverse set of reasons. Table 1 demonstrates the
coverage of multiple roles and teams that responded
to the survey questionnaire.

Table 1: Role /Team Distribution—Survey Respondents

Role / Team # Responses % Responses
Information Security Auditor 21 20.6%
Other 4 3.9%
Client Teams 26 25.5%
Service Provider Teams 51 50.0%
Total 102 100.0%

RESULTS ANALYSIS
Analysis of survey responses indicates that

“compliance reasons” are the biggest driver for
ISO 27001 implementation and certification, with
a total of 78.4% indicating it as one of the reasons
for their ISO 27001 implementation and certification
journey. The second important driver for ISO 27001
implementation and certification is “business
value”. The relative ranking of “compliance reasons”
being the topmost, followed by “business value”,
followed by “competitive edge” followed by “breach
reduction” is same across all the roles that responded
to the survey and same across different categories of
the organization size. The details of these trends and
respective numbers are shown in Table 2 and Table 3.

Table 2: Drivers for ISO 27001 Implementation/
Certification — Role Wise Summary



Anil K.Makhija

Drivers for ISO 27001 Implementation / Certification Table 5: Perceived effectiveness of ISO 27001 in
Compliance = Competitive = Breach . Business managing Information Security Risks — Role Wise
Role Reasons Edge Reduction Value Summa ry
Client Teams 73.1% 11.5% 3.8% 38.5% 1SO 27001 Helps in Managing Information Security Risks
Information 71.4% 61.9% 38.1% 76.2% Neither st |
Security Auditor agree, rongly
Other 75.0% 25.0% 0.0% 0.0% Role / Team Disagree disr;(g):ee Agree Agree
Service Provider 84.3% 15.7% 19.6% 49.0%
Teams Client Teams 7.7% 23.1% 69.2% 0.0%
Total 78.4% 24.5% 18.6%  50.0% Information 48% 00% 333% 61.9%
Security Auditor
Table 3:  Drivers for ISO 27001 Implementation/ Other 500%  50.0% 0.0% 0.0%
Certification — Organization Size (Headcount) Wise Sorvics Provider
Summary earms 5.9% 17.6% 58.8% 17.6%
: : o Total 7.8% 16.7% 53.9% 21.6%
Drivers for ISO 27001 Implementation / Certification
Organization Compliance | Competitive Breach Business Table 6: Perceived Trustworthiness of ISO 27001
Size- Headcount | Reasons Edge Reduction ~ Value in managing Information Security Risks— Role Wise
10,000 or more 72.5% 25.0% 20.0% 57.5% Summary
2 . 0, 2 . 0, 1 . 0, . 0,
tr?:r?ltg Ioegé 83.3% >.0% 8.8% 20.0% 1SO 27001 Certification increases Trustworthiness of organization in
! Managing Information Security Risks
500 to less than 66.7% 22.2% 11.1% 22.2% Neith
2,000 either Strongly
agree,
Less than 500 100.0% 20.0% 20.0% 40.0% nor
Role / Team Disagree di Agree Agree
Total 78.4% 24.5% 18.6% 50.0% isagree
) ) . Client Teams 15.4% 30.8% 53.8% 0.0%
There is a clear agreement on increasing focus S
. i K nformation
on information security. Overall, 89.2% of the Security Auditor 4.8% 95%  33.3% 52.4%
survey respondents mentioned that the focus on Other 25.0%  500%  25.0% 0.0%
mforma‘uon .securlt.y is increasing (59.8%) or is Sarvics Provider . e 1005 e
significantly increasing (29.4%). Further, 75.5% of Teams e =7 = e
the survey respondents agreed (53.9%) or strongly Total 10.8% 24.5% 46.1% 18.6%
agreed (21.6%) that ISO 27001 implementation and
certification helps in managing information securit
P gIng Y CONCLUSION

risks effectively. A total of 64.7% survey respondents
agreed (46.1%) or strongly agreed (18.6%) that ISO
27001 certification helps improve trustworthiness of
organization in managing information security risks.
The details of these trends and respective numbers
are shown in Table 4, Table 5 and Table 6.

Table 4: Focus on Information Security — Role Wise
Summary

Focus on Information Security

Significantly
Role / Team Decreasing | No Change | Increasing Increasing
Client Teams 0.0% 11.5% 88.5% 0.0%
Information o o o o
Security Auditor 0.0% 4.8% 38.1% 57.1%
Other 25.0% 25.0% 50.0% 0.0%
service Provider 0.0% 9.8%  54.9% 35.3%
Teams
Total 1.0% 9.8% 59.8% 29.4%

Information security is an important focus area
for the organizations. With globalization, lot of
organizations have been outsourcing their work to a
third-party provider (outsourcing service provider).
Information security is one of the key concerns
when the work is outsourced or even otherwise.
Service provider organizations are expected to keep
information of their clients (and of their customers)
safe and secure. Many clients have been asking their
service provider to demonstrate that they have an
effective Information Security Management System
(ISMS) in place and many a times, they are directly
asking for I1SO 27001 certification. Many service
provider organizations also believe that having an ISO
27001 certification helps them gain a competitive
edge and also provides them business value. This has
resulted in many organizations (service providers)
implementing ISO 27001 practices and creating an
Information Security Management System (ISMS)

CamEd |8
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derived from ISO 27001 framework and then
going for an ISO 27001 certification provided by
independent certifying bodies (CBs). “Compliance
reasons” are believed to be the topmost driver for
implementing ISO 27001, followed by “business
value”, followed by “competitive edge”, followed by
“breach reduction”. This rank order of business driver
is similar irrespective of the role of respondents and
size of the organization.

Research indicates that focus on information security
is increasing. One of the interesting finding from
the research was that while the client organizations
(service recipients) and provider organizations
(service providers) were mostly tending to suggest
that focus on information security is increasing,
majority of information security auditors were of
the opinion that the focus on information security is
significantly increasing.

On whether SO 27001 implementation and
certification provides an effective Information
Security Management System (ISMS), there was high
level of agreement (with a total of 75.5%). On whether
ISO 27001 implementation/certification increases
trustworthiness of the organization in managing
information security risks, there was agreement on
that too (with a total of 64.7%), though this number
was lesser than ability of ISO 27001 to provide an
effective ISMS. Raw data was analyzed statistically
to see if this difference was statistically significant.
However, this was not significantly different.

It can be concluded based on the research that ISO
27001 implementation and certification provides an
effective information security management system
(ISMS). ISO 27001 is considered relevant, even in
the current changing trend of cloud computing by
professionals both in provider organizations as well
as recipient organizations, and also by information
security audit professionals. Compliance is the
topmost driver, followed by business value in terms
of implementing ISO 27001 and its certification.

From an action standpoint, ISO (International
Organization for Standardization) as well as certifying
bodies need to evaluate as to how they can better
articulate and socialize the “business value” of ISO
27001 for the organizations as current perception is
more of compliance benefits.

CamEd
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Limitations & Future Research Suggestions

One of the limitations of this research was that survey
respondents in the research from service provider
organization consisting of both delivery personnel
(those responsible for creation and maintenance
of software / services) as well as sales and business
development personnel (who are more of client
touch points) were categorized into a common pool
of “service provider teams”. In future research, it
would be recommended to categorize them into
separate pools since it was observed that both these
set of personnel had difference in their opinion and
ratings and hence researching them into separate
pools could provide additional insights.

An additional limiting factor for the research was that
Latin America was the least represented geography in
the survey respondents. Participation from all other
continents namely APAC, EMEA, North America &
Canada was consistent.
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